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Uniform Collateral Data Portal Reference Series for the
Lender Admin: 3 - Managing Users

This reference is the third in a series of four references for the lender administrator, a Uniform Collateral
Data Portal*™ (UCDPSM) user who has authority to set up and manage the business structure within the
portal, including the access privileges of other users. This user is known as the lender admin. The focus of
this reference is on managing users. The other references in this series include:

= Series 1: Lender Admin Registration

=  Series 2: Managing Business Units

The topics covered in this reference include:

Managing Users Overview

Adding Users

Transferring Users In and Out of Business Units

Changing a User’s Role

Forcing Linkage to a GSE

Changing Passwords

Suspending Users

Restoring or Permanently Deleting Users

Password Criteria

Finding Additional Assistance

= Series 4: Managing Lender Agents

This document relates to the Uniform Mortgage Data Program, an effort undertaken jointly by Freddie Mac and Fannie Mae at the
direction of their regulator, the Federal Housing Finance Agency.
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Managing Users In the UCDP, authorized lender admins are responsible for adding and
N maintaining users for their organization. The lender admins are the only
Overview individuals who must be directly authorized by the GSEs. Once authorized,

the lender admin is responsible for managing the access rights for all other
users in your organization.*

Keep in mind the functionality available to the different user roles as you add
users and assign or update roles. As indicated in Reference Series 1:
Lender Admin Registration, for each type of user role, the following
functionality is available:

Functionality Available by User Role

Functionality Lender Lender Lender
Admin User Read-
Only User
Set up business unit structure \

2

Add users and invite lender

agents

Manage users and lender agents N

Submit appraisal data files \ \

Search for appraisal data files N \/ \
Upload corrected appraisal data N \

files

Set up reports N \ N
Review reports N \ \
Request overrides N ~

Change your own user profile N \ N
Complete user account self-care N \ \

tasks

* Note: there is a separate process to create a Direct Integration User ID to submit
appraisals from a third-party solution. For a list of third-party solutions that connect
to UCDP via direct integration, please refer to Fannie Mae’s vendor list and/or
Freddie Mac’s vendor list, as applicable. To learn more about creating a Direct
Integration User ID, please contact your vendor.
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Managing Users The functionality associated with managing users includes:
Overview Functionality Description
(continued)

Adding Users | Enables you to create or invite a lender admin, lender
user, or lender read-only user to the UCDP.

Transferring If your setup includes multiple business units, this
Users In and functionality enables you to move users in and out of
Out of business units to meet organizational needs. Users
Business can only be assigned to one business unit at a time.
Units

Changing a Enables you to change a user’s role among lender
User’s Role admin, lender user, or lender read-only user.

Forcing Enables you to add Fannie Mae or Freddie Mac as a
Linkage to a GSE to receive submitted appraisals if the linkage to
GSE both GSEs is not completed during the initial

registration process.

@ This functionality is inherited by all users, not just the
user selected.

Changing Enables you to change a user’s password for security
Passwords reasons or if a password is forgotten.

Suspending Enables you to suspend a user’s access to the UCDP.
Users

Restoring or Enables you to restore a user’s access to the UCDP or
Permanently permanently delete a user from UCDP.

Deleting
Users
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Adding Users This section explains how to add a user in the UCDP — including a lender
admin, lender user, or lender read-only user. Refer to the Functionality
Available by User Role chart for each user’s available functionality.

To add a user, you must complete the following:

= For lender admin users only, register the individual with the
applicable GSE:

— For Fannie Mae, refer to the UCDP page on
eFannieMae.com for specific registration steps.

— For Freddie Mac, complete and submit Freddie Mac's
Uniform Collateral Data Portal Authorization Request Form.
This form alerts Freddie Mac to add the lender admin to
their system and send them a UCDP Welcome email from
no_reply@FreddieMac.com. The email contains information
and instructions needed to complete the UCDP registration
process for Freddie Mac.

®  For all users, add the user in the UCDP. This generates an email
from ucdp-noreply@veros.com containing the added user’s unique
registration URL.

To add a user in the UCDP, follow these steps:

Adding Users

Step Action / Result
1. From the UCDP Home P Fredcict =
H i y 2 Y peLais
page, click the ’ Uniform Collateral Data Portal B FannieMae®  @iMac User ID: TRAINER_1
AC COU nt . [ Home “ [y ——— “ Search “ Reports ~ 'I T T [ hetp Center |
Administration tab
and select User and ot
B u Sl ness U n |t User and Business Unit Administration
.. ) Submit Appraisal POF Extra e Help Center
Administration. ,
| —— A Upload appraisal data into the Locate previously submitted reports Review online documentation that offers
'-_—_‘ UCDP systern and receive a for status updates, correcting " additional field-level information to
¥ unique Document File Identifier mistakes or to submit additional enhance your experience using the
thatwill be used at delivery with appraisal reports (if required) UCDF system
Fannie hlae and Freddie Mac
Reports Account

alll > q Administration

= Receive information on previously
submitted reports (individually or N | Manage your enline experience
In aggregate) to manage with the UCDP system by
workflows or identify issues that selecling a landing page and the
should be addressed recipients of electronically

delivered messages and
reports,

After you select User and Business Unit Administration, the
Administration - Home page appears.
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Adding Users

Step Action / Result

2. From the

Administration — I Uniform Collateral Data Portal™ BR| FannieMae® U“”;,:TR:T:EU
Home page’ C“Ck Fiomeh | Help Center |
Users in the left Administration - Home

navigation bar. Training Lender

\ m Welcome Karan T
CI | Ck the L:J Slg n tO \ Tips for managing your business units and users:

Teining Lender

display the list of users A Users
assigned to that T ;‘I‘tN”h":
business unit.

Click on £3 in the view on the Ieft to expand an item and view its contents
Click on a business unit name to manage the business unit

Click on "Users” to manage the users in the business unit.

4/~ Business Units

Expand the "Users” item and click on a user's name to modify that user.

I -
Regular users are displayed in blue & and Direct Integration users are displayed in orange <

e ¢ ¢ O O 0

Some user operations may nottake effect immediately. Click on the refresh button on the lef G to refresh the view,

After you select Users from the left navigation bar, the Administration —
Users page appears.

e

Uniform Collateral Data Portal B FunnieMae®

User ID: TRAINER_1

["iela Comter |

Administrasion - Users

Trairing Landar

I Traiting Lender Cxnstakier
8 Users Frwt Name * Last Name * sl Addrens *
# Seller Numibers
User D+ Password * Rate * - Salect R -
s Relationchips
- Bisiness Unts [ s ] crae
Imvite User
First Name * Last Name * Business Uit Tamining Lendes
Eenail Addeens * Role * Select Role -
Modity User «
Sebect User * = Sedect ey «= - “m
Tramfee Users
Sebet Users © Susan T Busioess Unit©— Seiect Busness Uni -
Revtare Users -
P— —-—
Users
*INEcates Requined Informaton
\
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Adding Users

Step Action / Result

The Administration — Users page allows you to manage the users within
your business unit(s). You can create, invite, modify, transfer, and restore
users. The focus of this section is to add another user by creating or inviting
a user. The major difference between the two is who creates the User ID
and Password:

Create User — With Create User, you enter the name and email address of
the person you are creating, along with a User ID and Password you select.
This allows you to control the naming convention of the User IDs. You must
also provide the Password to the person you are adding. Once created, the
person created receives an email with their User ID and a unique registration
URL to begin the registration process. After the registration process is
started, the user receives a prompt to change their password. To create a
user, continue with Step 3.

Invite User — With Invite User, you enter only the name and email address
of the person you are inviting. Once invited, the person invited receives an
email with a unigue registration URL to begin the registration process. After
the registration process is started, the user receives a prompt to create a
User ID and Password. To invite a user, continue with Step 4.
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Adding Users

Step Action / Result

Create User: ————p Creste User 5

3. From the FstMame™ || tsthames || emeadest [ |
Administration — UserD® | Raswed® | | Ree’ - Select Role - .
Users page, locate the

Create User section
and complete the
required (*) fields:

e First Name

Create User -
e LastName First Name* Last Name~ Email Address* | p_ryan@mortgages.com
e Email Address UserID* Password” Role* Lender Admin -

e UserlID

e Password (follow
the Password
Criteria)

e Role (select lender
admin, lender user
or lender read-only

user) /
Click Create

@ The Reset button clears
all the information
entered in the fields.

After you click Create, a User created successfully message appears at
the top of the Administration — Users page and an email is sent to the user
with a unique URL to begin their registration process. Be sure to provide the
user with the password you created. When the user logs in with the new
temporary password, he/she is prompted to create a new secure password.

A\ 4

User created successfully. This change may take a few minutes to take effect.

Create User s

e T e R

_—
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Adding Users

Step Action / Result
Invite User: ——tp Invite User =
4. FErom the First Name * 1 lastName® | | BusinessUnit  Training Lender
Administration — fmailAddress [ | R - Select Role -
Users page, locate the (™ reset | it )

Invite User section and
complete the required

fields:
e First Name

Invite User -~
e Last Name First Name = Jim Last Name * BusinessUnit  Training Lender
e Email Address Email Address Role* Lender User -

e Role (select lender
admin, lender user
or lender read-only
user)

Click Invite./

@ The Reset button clears
all the information entered
in the fields.

After you click Invite, a User invited successfully message appears at the
top of the Administration — Users page and an email is sent to the user
with a unique URL to begin the registration process.

User invited successfully

-

Create User

e T T
o e P N — R e =T —
-_— e

Invite User

e T e [ WV

Email Address * l:l Role * -- Select Role -- -

Modify User A
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Transferring Users If your organization sets up multiple business units, this functionality allows
you to transfer users from one unit to another. Transferring users in and out

In and Out of of different business units allows you to efficiently manage resources based

Business Units on the setup of your organization. Users only have access to submit

appraisal data files to the business unit to which they are assigned. However,
users who are transferred from a child business unit to a parent business unit
can view and edit submissions in the child business units. Transferred users

receive emails notifying them of the transfer.

To transfer a user from one business unit to another, follow these steps:

Transferring Users In and Out of Business Units

Step Action / Result
1. From the UCDP Home N e —
; Uniform Collateral Data Portal” ieMae® NS )
page, CI|Ck the I nirorm dteral ba orta R FannieMae' 0 Mac B T
ﬁgcountt ti tab [“Home | [ Submit Anpraisal | [ Search |[ Reporis+ | | ‘Account Administration + | [ eip Center |
ministration ta
and select User and

Business Unit
Administration.

User and Business Unit Administration
mit Appraisal . c Help Center

|
‘.‘.—- ¥ Upload appraisal data into the

Locate previously submitted reports Review online documentation that offers

i UCDP system and receive a for status updates, correcting * additional field-level information to
« unique Document File Identifier mistakes or to submit additional enhance your experience using the
that will be used at delivery with appraisal reports (if required). UCDP system
Fannie Mae and Freddie Mac.
Reports Account

Administration

E“ Receive infarmation on previously '

submitted reports (individually or ). & Manage your online experience

- in aggregate) to manage ‘with the UCDP system by
worlkflows or identify issues that selecting a landing page and the
should be addressed. recipients of electronically
delivered messages and

reporis

After you select User and Business Unit Administration, the
Administration - Home page appears.
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Transferring Users In and Out of Business Units

Step Action / Result

2. From the )
Administration — l Uniform Collateral Data Portal™ BR FannieMae®

Home page, click
Users in the left

User ID: TRAINER_1

|[ Home: |r Help Center

Administration - Home

navigation bar. Training Lender
\\ Tips for managing your business units and users:

™Niging Lender
@ - Users £y Click on E3in the view on the leftto expand an item and view its contents.
Click the Ed sign to 1+ Seller Numbers

o Click on a business unit name to manage the business unit
display the list of users
assigned to that s
business unit. 5
2

-+ Relationships
H o Click on "Users” to manage the users in the business unit
+/~ Business Units

Expand the "Users” item and click on a user's name to modify that user.

c
Regular users are displayed in b\ue-:- and Direct Integrafion users are displayed in orange <

Some user operations may nottake effectimmediately. Click o the refresh button on the lef G to refresh the view,
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Transferring Users In and Out of Business Units

Step Action / Result

After you select Users from the left navigation bar, the Administration —
Users page appears.

[ Cogoit

Usser W THAINER 1

' Uniform Collateral Data Portal PR FunnieMae®

T——
Adminiatration - Users

Trairing Lender

(o
< Training Lender Crexte User =
o Users First Mame * Last Name * Tenail Address
=i Seller Numbers
UserID* Password * Mole * -+ Sedect Fole - -
= Relaticnships
<5 Butiness Units [ Fewet ] Creaie
lerwite User
Farst Name * Last Masne * Biminew Unit Training Lender
Eimail Address* Rale * s Select Rale - -
Modify User -
ShectlUser' |- Seest i - £ e
Transter Users B
Select Users* Paity Ryan Business Unit® - Select Buiness Lind - m
Susan T
Restare Usess -
skt Speni @ IR
Users®
“Indicaies Required Informaticn

The Administration — Users page allows you to manage the users within
your business unit(s). You can create, invite, modify, transfer, and restore
users. The focus of this section is transferring a user from one business unit
to another.
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Transferring Users In and Out of Business Units

Step Action / Result

3. From the P Transfer Users =
Ad mi nIStratlo n-— Select Users * Patty Ryan Business Unit* - Select Business Unit -- -
Users page, locate SusanT
the Transfer Users

section. Select the
user(s) you wish to
transfer from the
Select Users
dropdown.

@ Hold down the ‘CtrlI’

key to highlight more
than one user at a
time.

4. From the Business Transfer Users
Unit dropdown, select
the Business Unit to
which you want the
user transferred.—

Select Users* Business Unit* _ MNorth Central Lending

Click Transfer — |

This document relates to the Uniform Mortgage Data Program, an effort undertaken jointly by Freddie Mac and Fannie Mae at the
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Transferring Users In and Out of Business Units

Step Action / Result

After you click Transfer, a User(s) transferred successfully message
appears. Transferred users receive an email notifying them of their transfer
to another business unit.

Users

v

User(s) transferred successfully. This change may take a few minutes to take effect.

Create User =
e T e R
UserID * l:l Password * l:l Role * -- Select Role -- hd

Invite User =

tomet (] e [ ] budmemet T

Modify User -
ot Sdeaer - -_— =
Transfer Users e
Select Users * SusanT Business Unit*  -- Select Business Unit -- -

A transferred user may lose access to the appraisal data files they previously
uploaded. Unless the user is a lender admin in the parent business unit, a
user has access to the appraisal data files in his/her current business unit and
child business units, as applicable. You cannot transfer submissions from
one business unit to another.

This document relates to the Uniform Mortgage Data Program, an effort undertaken jointly by Freddie Mac and Fannie Mae at the
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Changing a User’s
Role

Changing a user’s role provides the user with greater or less functionality
from that point forward for all appraisal data files that user can access. If
changing the role of a lender user or lender read-only user to lender admin,
the user must be authorized via Fannie Mae and/or Freddie Mac, as
applicable. Refer to the Functionality Available by User Role chart for each
user’s available functionality.

To change a user’s role, follow these steps:

Changing a User’s Role

Step

Action / Result

1. From the UCDP Home
page, click the
Account
Administration tab
and select User and
Business Unit

([ Logout

Uniform Collateral Data Portal* B FannieMae®  BMS00C

User ID: TRAINER_1

Home || Submit Appraisal || Search || Reports~ || AccountAdministrationw | Help Center |

User Profile
Us Care

User and Business Unit Administration

Administration——

Rppraisal PDF Extraction Service Help Center
{
| wss==l ¥ Upload appraisal data into the Locate previously submitted reports Review online documentation that offers
‘;’ UCDP system and receive a for status updates, correcting " additional field-level infarmation to
® unique Document File Identifier s mistakes or to submit additional enhance your experience using the
that will be used at delivery with appraisal reports (f required). UCDP system

Fannie Mae and Freddie Mac.

Reports Account
Administration

sill O q
= Receive information on previously
J submitted reports (individually or )\ P Manage your enline experience
in aggregate) to manage with the UCDP system by
waorkflows or identify issues that selecting a landing page and the
should be addressed. recipients of electronically

delivered messages and
reports

After you select User and Business Unit Administration, the
Administration - Home page appears.

2. From the
Administration —
Home page, click
Users in the left

navigation bar. \

Click the Ed sign to
display the list of users
assigned to that
business unit.

m Wetcome KaranT
N Tips for managing your business units and users:
of

l Uniform Collateral Data Portal” B FunnieMae® DAL T

User ID: TRAINER_1

Home | Help Center |

Administration - Home

Training Lender

raining Lender

~Users Click on Ein the view on the leftto expand an item and view its contents.

I Seller Numbers Click on a business unit name to manage the business unit

|~ Relationships
i Click on"Users™to manage the users in the business unit.
=/ Business Units

Expand the “Users” item and click on a users name to madify that user.

. -
Regular users are displayed in blue & and Direct Integration users are displayed in orange =+

O O 0O O O O

Some user operations may not take effect immediately. Click on the refresh button on the Iaﬂ@tn refresh the view.
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Changing a User’s Role

Step Action / Result

After you select Users from the navigation bar, the Administration — Users
page appears.

' Uniform Collateral Data Portal PR FunnieMae®

Administrotion - Users

Trairing Lender

(o
< Training Lender Crexte User =
o Users First Mame * Last Name * Tenail Address
=i Seller Numbers
UserID* Password * Mole * -+ Sedect Fole - -
= Relsticnships
<5 Butiness Units [ Fewet ] Creaie
lerwite Uy
Farst Name * Last Masne * Biminew Unit Training Lender
Eimail Address* Rale * -« Select Rsle - -
.
Modify User -
Transter Users B
Select Users* Paity Ryan Business Unit® - Select Buiness Lind - m
Susan T
Restare Usess -
skt Speni @ IR
Users®
“Indicaies Required Informaticn

The Administration — Users page allows you to manage the users within the
business unit(s). You can create, invite, modify, transfer, and restore users.
The focus of this section is changing a user’s role under Modify User.

3. From the Modify User -
Administration —
Users page, locate
the Modify User
section. Inthe Select
User dropdown, select
the user you wish to =
edit.

Click Edit./

Select User * Patty Ryan

This document relates to the Uniform Mortgage Data Program, an effort undertaken jointly by Freddie Mac and Fannie Mae at the
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Changing a User’s Role

Step Action / Result

After you click Edit, the Edit Users page appears. The user's name, User ID,
email address and current role are listed.

Uniform Collateral Data Portal ¥ FunnicMae®

Home

Adminisiration . Modity LUser

Traiming Lendes > Horth Central Lending = Pafty Kyan

e
Training Lender Edit User =
o Users FiestName  Patty Last Name  Ryan Role Lerder Lher -
i Sefler Mumnbers e Email p_ryan@mongags com Force Ceeg CIrrav

st
v Relaticnships A Linkage
- barestne -
Hosth Contesl Lending
e Chsgpe Usior: Prssvword =
& Patty Ryan
et o rm—— ———
i “Inaicanes Requined information
=i Business Units

s Nesthwest Lending

 Tochrgeavsere |

role, select the new

Edit U -
role from the Role =
First Name Last Name Role T -
dropdown. : ) — — Select Role -
User ID [F_Ryan === e £uda0e 5 Force b Lender Admin
Address Linkage Lender User
Lender Reagd-Only User
Click Update. -
Change User Password =
/8 Newtamord” [ ] Retpeewrse
IMPORTANT: If
Changing the rOle Of a *Indicates Required Information

lender user to lender
admin, the user must
be authorized via
Fannie Mae and/or
Freddie Mac, as
applicable. You should
complete this prior to
changing the user’s
role. After the role is
changed in the UCDP
and the new lender
admin attempts to log
in, they are asked to
enter credential
information they
received from the
applicable GSE(s).
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Changing a User’s Role

Step Action / Result

After you click Update, a User modified successfully message appears.
The user receives an email notifying them of their changed user role.

User modified successfully. This change may take a few minutes to take effect.

Edit User =
First Name Last Name Role Lender Admin -
TR e N Foce  Clree CIFM

Address Linkage
Change User Password s
Newbamord® || Reopelewbanas ||
*Indicates Required Information
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Forcing Linkage to a | If your current setup only links to one GSE, this functionality allows you to

create a linkage to the other GSE. Once a lender admin establishes a new
GSE link with a GSE for their organization, all of the other lender admins in that
organization must establish their linkage to the new GSE. All other users
inherit that new linkage. All lender admins are prompted to enter the
applicable GSE’s credential information during registration or, if already
registered with one GSE, upon their next login.

To force linkage with a GSE, follow these steps:

Forcing Linkage to a GSE

Step Action / Result
1. From the UCDP Home . ) s
page, click the Uniform Collateral Data Portal B FannicMae'  @Mac User ID: TRAINER_1
ﬁgcountt ti t b [ Home 'I Submit Appraisal “ Search 'I Reports + “ Account Administration = | Ifweﬁmeer‘
ministration ta. .
and select User and User Account

User and Business Unit Administration

57 Rppraisal PDF Extraction Help Center

Business Unit
Administration.

\==‘2
‘I" A Upload appraisal data into the Locate previously submitted reports Review online documentation that offers
= UCDP system and recaive a for status updates, correcting " additional field-level information to
i unique Document File Identifier mistakes of to submit additional enhance your experience using the
that will be used at delivery with appraisal reports (if required). UCDP system
Fannie Mae and Freddie Mac.
Reports Account

sl > q Administration

= Receive information on previously
submitted reports (individually or )\ Manage your online experience
in aggregate) to manage with the UCDP system by
workflows or identify issues that selecting 3 landing page and the
should be addressed. recipients of electronically

delivered messages and
reports.

After you select User and Business Unit Administration, the
Administration - Home page appears.
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Forcing Linkage to a GSE

Step Action / Result

2. From the »
Administration — l Uniform Collateral Data Portal™ BR FannieMae®
Home page, click
Users in the left

User ID: TRAINER_1

|[ Home: |r Help Center

Administration - Home

navigation bar. Training Lender
N Tips for managing your business units and users:
\\szmg Lender
4 Vsers

Click on E3in the view on the eftto expand an item and view its contents.

1 Seller Numbers Click on a business unit name to manage the business unit

-+ Relationships
H Click on "Users”to manage the users in the business unit.
+/~ Business Units

Expand the "Users” item and click on a user's name to modify that user.

c
Regular users are displayed in b\ue-:- and Direct Integrafion users are displayed in orange <

O ¢ 0 O O O

Some user operations may nottake effectimmediately. Click o the refresh button on the lef G to refresh the view,
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Forcing Linkage to a GSE

Step Action / Result

After you select Users from the left navigation bar, the Administration —
Users page appears.

[ Cogoit

' Uniform Collateral Data Portal PR FunnieMae®

Usser W THAINER 1

[“help Center

Administrotion - Users

Trairing Lender

(o
< Training Lender Crexte User =
o Users First Mame * Last Name * Tenail Address
=i Seller Numbers
UserID* Password * Mole * -+ Sedect Fole - -
= Relaticnships
<5 Butiness Units [ Fewet ] Creaie
lerwite User
Farst Name * Last Masne * Biminew Unit Training Lender
Eimail Address* Rale * s Select Rale - -
Modify User -
ShectlUser' |- Seest i - £ e
Transter Users B
Select Users* Paity Ryan Business Unit® - Select Buiness Lind - m
Susan T
Restare Usess -
skt Speni @ IR
Users®
“Indicaies Required Informaticn

The Administration — Users page allows you to manage users within your
business unit(s). You can create, invite, modify, transfer, and restore users.
The focus of this section is on forcing linkage to a GSE under Modify User.

This document relates to the Uniform Mortgage Data Program, an effort undertaken jointly by Freddie Mac and Fannie Mae at the
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Forcing Linkage to a GSE

Step Action / Result
3. From the Modify User -
Administration — SelectUser® | patty Ryan -

Users page, locate
the Modify User
section. In the Select
User dropdown, select
the lender admin user~
you wish to edit.

@ Only a lender admin

can be selected for the

Force Linkage option,
Click Edit. /

After you click Edit, the Edit Users page appears. The user’'s name, User ID,
email address, and current role are listed.

T

User I; TRAINER 1

| Uniform Collateral Data Portal IR FannicMae®

Administranon - Modty User

Trairing Lender » Horth Centrol Lending » Patty Ryan

R Lonec _

< Training Lender Eit e
s Dot Fowe - Eatty Last Name | Fiyan Role Lendes Admin "
1 S e User ID Emall p_ryan@monigage com Force [IreE Clrnm
e
< Relstiomships Address Linkage
= Buness Units [~ tpae |
Morth Central Lending
5 Usen
Change User Password -
L oty Ryen m—
3 % Tave
4 st e P Reeew P — -
i r— *Incicates Reguired infarmation
= Huness Units

2 Medbaest Landing
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Forcing Linkage to a GSE

Step Action / Result

4. To force a linkage to
either GSE, check the

. Edit User -
applicable box for the ) :
o oan bl e ke S B o
box can be unchecked | | userm T B

if mistakenly selected).

@ If you need to verify

Change User Password
. Newpmsword” [ | Rty e P
your current linkage, o stypeflew Pesswer
CheCk the SU bm|t *Indicates Required Information

Appraisal page to see
which GSE(s) can be
selected to receive
appraisal data files.
You can also check to
see if you have Seller
Numbers available or
assigned for the GSE.

Click Update/

@ Only a lender admin can
complete the forced
linkage to either GSE,
but this impacts all
users in that
organization.

This document relates to the Uniform Mortgage Data Program, an effort undertaken jointly by Freddie Mac and Fannie Mae at the
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Forcing Linkage to a GSE

Step Action / Result

After you click Update, a User modified successfully message appears.

User modified successfully. This change may take a few minutes to take effect.
Edit User -
First [Patty | Last [Ryan |
Role
MName MName
| | Email ip_wan@mongages.com 1 Force FRE [CIFMM
User ID
Address Linkage
Change User Password =
Clear |
New P i * R e New P i * ——4
ew etyp: f Save |
*Indicates Required Information

With the forced linkage completed, all lender admins are prompted to enter
the applicable GSE’s credential information during registration or, if already
registered with one GSE, upon their next login.
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Changing Passwords | This functionality allows you to change a user’s password for security reasons

and for forgotten passwords. Once you change a password, you must give it
to the user to enable login. An email notification is sent telling the user their
password has changed, but does not provide the new password. After
logging in with the new temporary password, the user is prompted to create a
new secure password after answering the personal challenge questions.

To change a password, follow these steps:

Changing Passwords

Step Action / Result

1. From the UCDP Home T

< P Fre
. P —— 1§
page, click the Uniform Collateral Data Portal BR FannicMae® @ Mac —
Account : — . ‘ S — ‘
L. . Home Submit Appraisal Search Reports ~ Account Administration - Help Center
Administration tab e
and select User and us:
. . User and Business Unit Administration
Business Unit - -
o . —Submit Appraisal POF Extracton Service Help Center
Administration. ‘
\ ’ A Up\ﬂaﬂ appra\sa\ data into the Locate prevmusly submitted TEDDITS Review online documentation that offers
‘;’ UCDP Syslem andreceive a for status LIDﬂa(ES, DGNE!EUHQ 4 additional field-level information to
® unique Document File Identifier & mistakes or to submit additional enhance your experience using the
that will be used at delivery with appraisal reports (if required). UCDP system

Fannie Mae and Freddie Mac.

Reports Account
Administration

sill O q
= Receive information on previously
J submitted reports (individually or )\ P Manage your enline experience
in aggregate) to manage with the UCDP system by
waorkflows or identify issues that selecting a landing page and the
should be addressed. recipients of electronically

delivered messages and
reports

After you select User and Business Unit Administration, the
Administration - Home page appears.

2. From the

Administration — l Uniform Collateral Data Portal B FunnioMacs  BVe I e
Home page, click —

. , S Help Center |
Users in the left administration- Home

navigation bar. Training Lender
m Hecemetrnt
N Tips for managing your business units and users:
Trsining Lender
;J "cers Click on Ein the view on the leftto expand an item and view its contents.

I Seller Numbers Click on a business unit name to manage the business unit

|~ Relationships
i Click on"Users™to manage the users in the business unit.
=/ Business Units

Expand the “Users” item and click on a users name to madify that user.

. -
Regular users are displayed in blue & and Direct Integration users are displayed in orange =+

O O 0O O O O

Some user operations may not take effect immediately. Click on the refresh button on the Iaﬂ@tn refresh the view.
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Changing Passwords
Step Action / Result
After you select Users from the left navigation bar, the Administration —
Users page appears.
' Uniform Collateral Data Portal R FannieMae®
Administrotion - Users
Training Lender
.
< Training Lender Crexte User =
=i~ Users First Name * Last Name * mail Address *
i User D+ Paswword * Rote * - Sedest Role - -
= Relsticrships
3 B Unia [ Fewet ] Creaie
Farst Name * Last Masne * Biminew Unit Training Lender
Eanail Address Role * =+ Select Rale - b
.
Modify User =
Select Uper* e = _— =
Transter Users »
Sebect Users* Patty fyan Business Unit* .. Select Busiress Urid o= - [ Tranater ]
Susan T
Restore Usens =
Sebect Suspended [Weriors ] Dekete Perrmaestil
Users*
“Indicaies Required Informaticn
The Administration — Users page allows you to manage the users within
your business unit(s). You can create, invite, modify, transfer, and restore
users. The focus of this section is changing a user’s password under Modify
User.

3. From the Modify User -
Administration — SelectUser* | patty Ryan .
Users page, locate
the Modify User
section. In the Select
User dropdown, select
the user you wish to
edit.

Click Edit, — |

This document relates to the Uniform Mortgage Data Program, an effort undertaken jointly by Freddie Mac and Fannie Mae at the
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Changing Passwords

Step

Action / Result

email address, and current role are listed.

IR FannicMae®

| Uniform Collateral Data Portal

Administranion - Modty User

Trairing Lender » Horth Centrol Lending » Patty Ryan

After you click Edit, the Edit Users page appears. The user's name, User ID,

T

Useer ICx TRAINER 1

[“hietn Conter |

=i~ Training Lender
o Usery Hrst Mame Pty Last Name | Ryan Role
= Seller Numbers il Emall p_ryan@monigage com Force
si- Relstionships - Address Linksge
< Buness Units
MNorth Central Lending
gt Uisars Chamge User Password
=
L oty Ryen
oL New Password Retype New Password
i Fesontipd “inchcates Reguired information
=i Buseness Uity
2 Medbaest Landing

4. From the Edit Users
page, locate the
Change User
Password section.
Enter a new password
in the New Password
field following the
Password Criteria.
Repeat the new
password in the
Retype New
Password field.

Click Save—— |

Edit User
Fo e st
ey PR ] p_ryan@morgag

Address

\ Change User Password

New Password *

*Indicates Required Information

Reype New P

-

Role Lender Admin hd
Force CIrRe CIFNM
Linkage

" Update |
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Changing Passwords

Step Action / Result

After you click Save, a Password changed successfully message appears.

Password changed successfully. This change may take a few minutes to take effect.
Edit User e
First Name Last Name Role Lender Admin -
Address Linkage
Change User Password -
Newbamort® || tepeNewremont ||
*Indicates Required Information
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suspending Users If necessary, you may suspend a user from the UCDP. Once suspended, the

user can no longer access the UCDP. Suspended users receive an emalil
notifying them of their suspension from UCDP. You may later restore or
permanently delete a suspended user in the UCDP.

Appraisal data files associated with suspended users remain available in the
UCDP in the business unit where they were submitted.

To suspend a user, perform the following steps:

Suspending Users

Step Action / Result

1. From the UCDP Home _ _ —_—
page, click the Uniform Collateral Data Portal™ B8 FannieMae®  @Mac

User ID: TRAINER_1

AC count [ Home 'I ‘Submit Appraisal “ Search 'I Reports = || Account Administration» | [ Hetp center |
Administration tab :
and select User and
. . User and Business Unit Administration
Business Unit .
L. ) bmit Appraisal FOF Extraction Help Center
Administration. \ )
\ f Upload appraisal data into the Laocate previously submitted reports Review online documentation that offers
== UCDP system and receive a for status updates, correcting " additional field-level information to
. unique Document File Identifier mistakes o ta submit additional enhance your experience using the
that will be used at delivery with appraisal reports (if required). UCDP system
Fannie Mae and Freddie hac.
Reports Account

Administration

-EHI Receive information on previously .

submitted reports (individually or ) Manage your online experience
in aggregate) to manage with the UCDP system by
workflows or identify issues that selecting a landing page and the
should be addressed. recipients of electronically
delivered messages and

reports

After you select User and Business Unit Administration, the
Administration - Home page appears.
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Suspending Users

Step Action / Result

2. From the »
Administration — l Uniform Collateral Data Portal™ BR FannieMae®
Home page, click
Users in the left

User ID: TRAINER_1

|[ Home: |r Help Center |

Administration - Home

navigation bar. Training Lender
. - N Tips for managing your business units and users:
Click the Ed to display

Training Lender
the Iist Of users Users b ] Click on E3in the view on the leftto expand an item and view its contents.

assigned to that j ;:\II:‘:::::H £ Clickon a business unit name to manage the business unit
business unit. !

H o Click on "Users” to manage the users in the business unit
4/~ Business Units

Expand the "Users” item and click on a user's name to modify that user.

2

. .
< Regular users are displayed in blue < and Direct Integration users are displayed in orange <
2

Some user operations may nottake effectimmediately. Click o the refresh button on the lef G to refresh the view,
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Suspending Users

Step Action / Result

After you select Users from the left navigation bar, the Administration —
Users page appears.

' Uniform Collateral Data Portal PR FunnieMae®

Administrotion - Users

Trairing Lender

(o
< Training Lender Crexte User =
o Users First Mame * Last Name * Tenail Address
=i Seller Numbers
UserID* Password * Mole * -+ Sedect Fole - -
= Relsticnships
<5 Butiness Units [ Fewet ] Creaie
lerwite Uy
Farst Name * Last Masne * Biminew Unit Training Lender
Eimail Address* Rale * -« Select Rsle - -
.
Modify User -
Transter Users B
Select Users* Paity Ryan Business Unit® - Select Buiness Lind - m
Susan T
Restare Usess -
skt Speni @ IR
Users®
“Indicaies Required Informaticn

The Administration — Users page allows you to manage the users within
your business unit(s). You can create, invite, modify, transfer, and restore
users. The focus of this section is suspending a user under Modify User.

3. From the Modify User -
Administration —
Users page, locate
the Modify User
section. Inthe Select
User dropdown, select
the user you wish to ~
suspend.

Click Suspend.— |

Select User * Patty Ryan o £ Edit

This document relates to the Uniform Mortgage Data Program, an effort undertaken jointly by Freddie Mac and Fannie Mae at the
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Suspending Users

Step Action / Result

After you click Suspend, a User suspended successfully message appears
and an email notification is sent to the suspended user. You can also see the
suspended user listed in the Select Suspended Users field of the Restore
Users section after the page is refreshed. A suspended user cannot access
the UCDP, but you may later restore or permanently delete them in the
UCDP.

User suspended successfully. This change may take a few minutes to take effect.

Create User e
e T e T

- T
Invite User e

Frshames || tshames | | DusinessUnit  Noh Centil Lending
Email Address * l:l Role * -- Select Role -- A

]

Modify User -

Transfer Users ™

Select Users * Patty Ryan Business Unit*  -- Select Business Unit -- -

Restore Users i

SER—
Users *

*Indicates Required Information
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Restoring or You may restore or permanently delete a suspended user. Restoring a user
provides the same access the user had prior to suspension. Once restored,

Permanently an email notification is sent to the user enabling them to log in to the system

Deleting Users again. Permanently deleting a user removes the user completely from the

UCDP. Once you permanently delete a user, an email notification is sent
telling them they have been permanently removed from the UCDP.

Appraisal data files for users permanently deleted from the UCDP remain
available in the business unit where they were submitted.

To restore or permanently delete a user, follow these steps:

Restoring or Permanently Deleting Users

Step Action / Result
1. From the UCDP Home . ) i e zae e,
page, click the | Uniform Collateral Data Portal B FannicMac® @M User ID: TRAINER_1
ﬁgcountt t t b | Home II ‘Submit Appraisal “ Search II Reports v “ Account Administration - | | Help Center ]
ministration ta
and select User and ue.

User and Business Unit Administration

Business Unit

.. ) abmit Appraisal i cti Help Center
Administration.—— \ }
|‘-—" Upload appraisal data into the Locate previously submitted reports Review online documentation that offers
i UCDP system and receive a for status updates, correcting " additional field-level information to
i unique Document File Identifier : mistakes or to submit additional enhance your experience using the
that will be used at delivery with appraisal reports (if required). UCDF system
Fannie Mae and Freddie Mac.
Reports Account

Administration

EHI Receive information on previously .

submitied reports (individually or ' | Manage your online experience
in aggregate) to manage with the UCDP system by
workflows or idantify issues that selecting 2 landing page and the
should be addressed. recipients of electronically
delivered messages and

reports.

After you select User and Business Unit Administration, the
Administration - Home page appears.
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Restoring or Permanently Deleting Users

Step Action / Result

2. From the »
Administration — l Uniform Collateral Data Portal™ BR FannieMae®
Home page, click
Users in the left

User ID: TRAINER_1

|[ Home: |r Help Center |

Administration - Home

navigation bar. Training Lender
\\K Tips for managing your business units and users:
=

ing Lender

@ 4 Users 5 Click on E3in the view on the Ieftto expand an tem and view its contents

Click the Ed to display 4 Seller Numbers

the list of users A —

assigned to that ~

business unit. R
2

o Click on a business unit name to manage the business unit
. o Click on "Users” to manage the users in the business unit

4/~ Business Units
Expand the "Users” item and click on a user's name to modify that user.

c
Regular users are displayed in b\ue-:- and Direct Integrafion users are displayed in orange <

Some user operations may nottake effectimmediately. Click o the refresh button on the lef G to refresh the view,
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Restoring or Permanently Deleting Users

Step Action / Result

After you select Users from the left navigation bar, the Administration —
Users page appears.

e

Uniform Collateral Data Portal B FannieMae®

User I0; TRAMER 1

[ty Eoiiter
Admenistration . Users

Training Lender > Horth Central Londing

= Training Lender

u Users First Name Last Name * Ermadl Address
=i Seller Numbsers
User 10° Fasward * Role <= Select Role - -
ol Relationships

=i~ Business Units

North Central Lending

I Users Trvite User
% Seller Numbers
First Name * Last Mame * Business Uit Nonh Central Lending
o Relaticnships
3 Buskess Units Email Address * Foke - Sebect Hole -« -
* Northwest Lendng [ Rewet ] e
Maodity User =
Tramfes Uners -
Select Users * Business Undt * - Select Business Unit - - [ raeter ]
Restore Lhers -
Users®

*inecates Riequined Insanmation

This page allows you to manage the users within a business unit. You can
create, invite, modify, transfer, and restore users. The focus of this section is
on the Restore Users section.
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Restoring or Permanently Deleting Users

Step Action / Result
3. From the Restore Users -
Ad m I n I Strat I on — Select Suspended " “Restore || Delete Permanently

Users page, locate Users*
the Restore User
section. From the
Select Suspended
Users list, highlight the 4~
user you wish to either
restore or permanently
delete.

*Ingifates Required Information

@ Hold down the ‘Ctrl’ key
to highlight more than
one user at a time.

Click Restore if you
want the user to have/
access to the UCDP
again.

OR

Click Delete
Permanently if you /
want to completely
remove the user from
the UCDP.
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Restoring or Permanently Deleting Users

Step Action / Result

After you click Restore, a User(s) restored successfully message appears.
The user receives an email notifying them that they now have access to the
UCDP.

User(s) restored successfully. This change may take a few minutes to take effect.

Create User s
e T T T

oo T e
Invite User s

Frthames | bssMame | | BusesUnit Nowh Cenrallending
Email Address * l:l Role * -- Select Role -- -

Modify User =
Selectlleer”  |oSteaboar v - e
Transfer Users =
Select Users * Patty Ryan Business Unit*  -- Select Business Unit —- - Transfer |
Restore Users e
St i

Users*

*Indicates Required Information
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Restoring or Permanently Deleting Users

Step Action / Result

After you click Delete Permanently, a User(s) deleted successfully
message appears. The user receives an email notifying them that they were
permanently deleted from the UCDP.

User(s) deleted successfully. This change may take a few minutes to take effect.

Create User ™

e — T e T E—

Invite User e

Fthomes || tsthemer | | BusinessUnit Norh Centel Lending
Email Address * l:l Role * -- Select Role -- v

oo™

Modify User A

Transfer Users -

Select Users* Business Unit* | -- Select Business Unit -

Restore Users =

Select Suspended “Delete Permanenﬂy:
Users ™

*Indicates Required Information
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Password Criteria Refer to the following table for the specific characteristics of acceptable

passwords.
Password Criteria

Requirement Value
Minimum length 8 alphanumeric characters
Maximum number of repeated characters 2
Minimum number of alphabet characters 1
Minimum number of numeric characters 1
Repeated history length. 5

This means the last five passwords cannot be used. For
example, if one of your previous five passwords was
123abc01, you cannot change your new password to
123abc01 again until at least five password changes occur.

Reversed history length. 5

This means the reverse order of the last five passwords
cannot be used. For example, if your password is 123abc01,
you cannot change your password to 10cba321 until at least
five password changes occur.

Disallow User Name as password. Yes

For example, if your User Name is Jonathan, your password
cannot be jonathanl.

Disallow User ID as password. Yes

For example, if your User ID is ABCMortgage, your password
cannot be abcmortgage22.

This document relates to the Uniform Mortgage Data Program, an effort undertaken jointly by Freddie Mac and Fannie Mae at the
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Finding Additional For additional assistance, refer to:
Assistance ®  Fannie Mae's UCDP web page

(https://www.efanniemae.com/sf/technology/commitloandel/ucdp/ind
ex.jsp)

=  Freddie Mac's UCDP web page

(http://www.freddiemac.com/sell/secmktg/uniform collateral data p

ortal.html)
®  The UCDP Support Center at 1-800-917-9291

=  UCDP Help Center (accessible after you log in to the UCDP)

© 2011 Fannie Mae and Freddie Mac. Trademarks of respective owners.
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